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Threat Classification: Vulnerability 
 

Name:  Google Chrome Vulnerability (CVE-2018-17481) 
 

Overview: 

Google released an update for a vulnerability that an attacker could exploit to take control of 

an affected system.  

 
Description: 

Incorrect object lifecycle in PDFium in Google Chrome prior to 71.0.3578.80 allowed a remote 

attacker to potentially exploit heap corruption via a crafted PDF file. 

 

Affected Version:  Google Chrome version prior to 71.0.3578.80 

 

Mitigation:  Chrome addressed vulnerability in Version 71.0.3578.98 for Windows, Mac, and 

Linux. 

 
Recommendations: 
 
a)    Update your Google chrome Brower as soon as possible. 

b)    In case of any incident, please report to this office. 

 


