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Pakistan Telecom Authority Headquarters, Islamabad 

PTA Cyber Security Advisory No.:123                                                                          31-12-2020 

Name:   New Worm targeting both Linux and Windows Servers  

Summary:  

     It has been reported that a new Worm is targeting public facing services; MySQL, 

Tomcat admin panel and Jenkins, having weak passwords, for both Windows and Linux. The 

malware also has the ability to maneuver from one platform to the other. The attack uses three 

files: a Dropper script (bash or powershell), a Golang binary worm, and an XMRig Miner—all of 

which are hosted on the same C&C. 

For further details including technical analysis, please visit following link: 
https://www.intezer.com/blog/research/new-golang-worm-drops-xmrig-miner-on-servers/ 

 

 

Indicators of Compromise (IoCs): 

a. Command and Control (C&C):   185.239.242[.]71 

b. Files 

 

https://www.intezer.com/blog/research/new-golang-worm-drops-xmrig-miner-on-servers/
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Recommendations: 

• Always use complex passwords and limit login attempts. 

• Always use 2FA (Two-Factor Authentication), wherever possible. 

• Update all software including Operating Systems, Servers, etc. to the latest and stable versions 

with appropriate patches. 

• Ensure the principle of least privilege and disable unnecessary services/ ports as malware often 

exploit such services. 

• Install, regularly maintain and update Antivirus solution from a well reputed vendor. 

• System Administrators/ Network Administrators to configure host-based firewalls to block 

outbound connections from Excel.exe, Winword.exe, Wordpad.exe, Mshta.exe, Noptepad.exe, 

Eqnedt32.exe and ctfmon.exe as Anti-malware solutions alone cannot fully protect against APT 

attacks. 

• Execution of unsigned executables from sensitive webservers and endpoints must be blocked. 

• Regularly provide Cyber security awareness sessions for employees and continuously arrange 

capacity building of the relevant technical resources. 

• Do not download attachments from emails unless they are from the trusted source. 

• Avoid download/use of cracked and pirated software. 

• In case of any incident, please report to this office. 

 


